OpraHu3sauma becnnaTHoOro
VAANEHHOro A0CTYMNa: KPaTKo

[MamAaTKa Nno opraHun3aunmn yaaneHHoro aoctyna ot RRC Security no
npoussoautenam: Check Point, Cisco, Kopg, besonacHoctu, Fudo, Forcepoint,
RSA



Check Point

1. [lonHa bbITb y4€THaA 3anuch Ha https://accounts.checkpoint.com Ha KopnopaTUBHYIO NOYTY (He 0bLLeAoCTYNHblIe
gmail.com, mail.ru etc.) n cosaan Account ID (My Check Point — My Accounts — Create Account)

2. BecnnaTHble INUEH3UN ANS YyAANEHHOro A0CTyna Ha 60 aHel
* 3anonHutb popmy Ha https://pages.checkpoint.com/remote-workforce-security.html

3. BecnnatHble nnueH3nn Remote Access Yyepes Evaluation pasgen (Ha 30 agHeNn, MOXKHO reHepMpoBaTb CHOBA MO
nctevyeHum cpoka) TRY OUR PRODUCTS — Product Evaluations. BapuaHTbl Ha Bblbop:

e All-In-One tpnan BkatoyaeT B ceba BECb ¢pyHKkunoHan Check Point, B8 Tom uncne 5000 KOHKYPEHTHbIX NOAKAOYEHWNI
Mobile Access ans yaaneHHOro gocTyna, MOXKHO CTaBUTb Ha CYLLECTBYHOLLME LWO3bl U MEHEAXKMEHTbI, NOAXOAUT
ANA pa3BepTbiBAHUA HOBbIX MHCTANNALMUI NOA OPraHU3auuio yaaZIeHHoro AocTyna

* Other Evaluation Option — Select Product [+] — EVAL-CPSG-MOB-U-EVAL — nnueH3uns Ha 6e3AMMUTHOE KO/IMYEeCTBO
OZHOBPEMEHHbIX NOAKAOUYEHNI — NOAXOAUT ANA CYLLECTBYIOWUX UHCTANNALUN ANA paclUMPEHUA KBOTbI Ha
NOAKNIOUYEHUMN

* Other Evaluation Option — Select Product [+] — CPEP-SBA-COMPLETE-EVAL — nvueH3na SandBlast Agent Ha 100
paboumx mecT, KoTopbi coaep*UT dyHKUMoHan Endpoint Remote Access VPN

* JIMUEH3UN reHepPUPYIOTCA MOMEHTANbHO U A006aBAAtOTCA B aKKayHT. MapTHepbl Check Point moryT reHepupoBaThb
BpeMeHHble nnueH3nun ana ntboro Account ID (He ToNbKO B CBOM) U HECKOJIbKO pas3

4. Bce nMUEH3UM HYXKHO NPUBA3bIBATHL K IP-aapecy meHeaxkmeHTa, nbo npu reHepauunmn (All-In-One), ninbo nocne
reHepaunmn ns pasgena My Check Point — Product Center — Evaluations — pa3sepHymsb Details — 8bibpame 2asno4kol
HYX#CHOE — KHOIMKa License - NoCne Yero nx MOXHO CKa4yaTb M A06aBUTb B MeHEeAXMEHT. TaK»Ke nocne NNUEH3UPOBaHME
PEKOMEHAYETCA B 3TOM }Ke pa3zae/ie 3aHOBO CKavaTb ¢paiil KOHTPAKTOB KHoMKon Get Contracts.


https://accounts.checkpoint.com/
https://pages.checkpoint.com/remote-workforce-security.html

Cisco Any Connect

BecnnaTHyto NpobHYo BEPCUIO YBENMYEHHBIM CPOKOM Ha 90 AHEN MOXKHO
3anNpPOCUTb CheayloLmm cnocobom :

e OTKpbITb KENC B KOMaHze Global Licensing Operations (GLO) licensing@cisco.com
B 3arosioBke Hannwute "AnyConnect License <customer name> COVID-19"

* B nucbme HeobxoAMMO yKasaTb c/ieayowyto MHGopmaumio

1.

2.
3.
4

MapTHepckmit CCO ID B popmaTte “Cisco.com ID:CCO_ID”

Customer Information (Name, Email, ..)

Product SKU(s) and Quantity

Onsa Smart Account enabled device (ASAv, ASA on Firepower, FTD)

* Smart Account name

e Virtual Account name

Onsa ctapbix ycrponcts Non-Smart Account enabled device (ASA55xx)

* Model types
e Serial Numbers

e Output of show version of each device

* Ecnun npu nonyyeHnn nMueH3nn BO3HUK HECTaHAAPTHbI BONPOC, TO HanpasbTe
3anpoc AnA 3cKanaumm Ha security-demo@cisco.com



mailto:licensing@cisco.com
mailto:security-demo@cisco.com

Roa be3onacHoOCTH

«Kop besonacHoctn» 6becnnatHo AaéT anueH3nm CK3UN « KOHTUHEHT-
AlM» n Secret Net Studio nakeTt «lMocTosHHaAA 3aWUTa» CPOKOM Ha 1
rog,

Yepes 3anpoc B Kog besonacHOCTM Ha nNoyTy buy@securitycode.ru B
csoboaHon popme uam yepes 3anpoc B RRC Security (01a napTHEPOB -
yepe3 cBoero meHeaxepa B RRC)



mailto:buy@securitycode.ru

Fudo Security

Fudo Security npepoctasnsert becnniaTHble AULUEH3UN ANA YCTAaHOBKM
Ha BUPTYaNbHbIX MalLMHAX Ha Tpebyemoe YnMcno uenesbiX CUCTEM

CPOKOM Ha 3 mecAaua.

Yepes 3anpoc B ctopoHy RRC Security (YvxkoB Muxaun -
chizhov._m@rrc.ru, Cnenuos leopruu - sleptsov_g@rrc.ru ), ¢ TeMow

Fudo COVID-19 <3aKa34UK> Ha <YUCs0 Ues1e8bix XoCmos> XoCmos,
<Ksnacmep/o00UHOYHAA>

Bbinyckaetca 1-2 aHA, AnA NOMOLLM B pa3BepTbiBaHUU YKe
BbINyLWEHHOWU NLUEH3UN MOXKHO 0bpallaTbCs Ha
security _experts@rrc.ru



mailto:chizhov_m@rrc.ru
mailto:sleptsov_g@rrc.ru
mailto:security_experts@rrc.ru

Forcepoint

BecnnaTHble nnueH3nn cpokom Ao 60 gHen AnA 3alKUTbl YAA/IEHHOTO
A0CTyNa, KOPNopaTUBHOM NMoYTbl, Beb-TpadunKa, 061a4HbIX
NPUNOXEHUN U T.A4.

[na nonyvyeHus nnueH3nii npocbba ocTaBUTb 3aABKY 34eCb:
https://ru.surveymonkey.com/r/CRQQKGY

Ecnv nosasaAoTcAa BONPOChl, TO MOXHO nmucaTb Ha forcepoint@rrc.ru



https://ru.surveymonkey.com/r/CRQQKGY
mailto:forcepoint@rrc.ru

RSA

BecnnaTtHble AMueH3nn cpokom 6 mecaues Ha RSA SecurlD Access (Base Edition) u Ha MobUAbHYO MynbTM GaKTOPHYO ayTeHTUPUKauuo RSA
Mobile MFA

MNoapobHee: https://www.rsa.com/en-us/blog/2020-03/get-rsa-securid-access-for-free-to-help-in-this-time-of-uncertainty

[Ona nonyyveHua nnueHsuii npocbba ocTaBUTb 3aABKY 34€eCh:

https://www.rsa.com/en-us/contact-us/free-mfa

https://information.rsa.com/Free-MFA

KomnaHum, KoTopbie He UCcnonb3yloT peweHua RSA no MHOrodpaKTopHoi ayTeHTUGUKaumm:
PeweHune RSA SecurlD Access ana mHorodakTopHoOM ayTeHTMdMKaLMm 6ecnaaTHO B TeYeHUE OrPaHMYEHHOro BPEMEHMU.

MpeanoskeHne BKAOYaET B cebs HeorpaHMyeHHoe (Mo Yncny noab3oBaTesieit) UCnonb3oBaHME:
e RSA SecurlD Access, 6a3oBas Bepcusi + MObUAbHbIA MFA*
*  [evicteuteneH go 01.06.2020

KomnaHuum, Kotopbie ncnonb3yoT RSA SecurlD
Onuua obecneyeHun HenpepbiBHOCTM BusHeca RSA SecurlD Access (BCO).

MpeanoxeHne BKAOYAET B cebs:
*  RSA SecurlID Access, onuua HenpepbiBHOCTN 6usHeca (BCO*) - cneumnanbHble LEHbI
*  MFA Promo (onunoHanbHO 1 AocTynHa npu Heobxoaumoctu) — SO.
*  [ononHuTenbHble BapMaHTbl NO 3anpocy.

*MNpumeyaHus:

MFA — RSA Multi-Factor Authentication. MpunoxeHue gna mobunbHoi nnatdopmel (iPhone, Android), noaaep:kumatowee Push, Buometputo, Approval, TokeHKkoa,. TpebyeT ycTaHoBKkKM 6ecnnaTHoro MO Identity Router un
noAKNoueHne ero K IHTepHeT Ans nepeaayn 3anpocos Ha MObWbHbIE YCTPOWCTBA NoAb3oBaTenei.

BCO - Business continuity Option — cneuuansbHas auueHsua gas Authentication Manager nossonstowan 6 pas 3a 3 roga Ha 6 MecALEeB yBEIMUNBATL KOJIMYECTBO CEPBEPHBIX MOb30BaTENIbCKUX INLLEH3UIA. Kpome Toro, B

naket exoau onuua ODA — On Demand Authentication - MOXHO 3anpocKTb 0A4HOPA30BbLIM NapPO/ib Ha MOpPTane CamoobCAYKMBAHUA UAM NOAYUUTL ero no eMail \ SMS (npu nogkatoueHmmn Authentication Manager kK SMS
w03y nposaraepa)

Echn noasnatoTcA BOMpPOCbI, TO MOXHO MNCAaTb Ha security@rrc.ru



https://www.rsa.com/en-us/blog/2020-03/get-rsa-securid-access-for-free-to-help-in-this-time-of-uncertainty
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Obuwme KoHTaKTbl RRC Security

Obwmnin agpec:
security@rrc.ru

AAapec rpynmnbl 3KCNepToB No MHPoOpPMaLMOHHON Be3onacHOCTK:

security experts@rrc.ru
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